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Introduction

The Story

I Hardware Engineering team creates D to implement cryptographic algorithm A
D: Verilog highly optimized by-hand for performance
A: Specified with Math &/or informal pseudocode

I FM team to verify D
I Correctness of design D ≡ Conformance to the algorithm A

I Challenge: establish a precise connection between A and D
I D not created with verification in mind,
I Complicated by the lack of formal specifications for both A and D and,
I Disparity between the computational models of HDL and pseudocode (i.e., synchronous

parallelism vs. imperative loop code).
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Introduction

Model Validation
Use Formalized HLS Language as a Bridge for D and A

Verilog ProverReWire
model embed

validate

verify

Model Validation Steps

1. model creates ReWire modelM that “mimics” D
2. embed translatesM to ITP logic

3. verify proves conformance ofM to A
4. validates demonstrates cycle equivalence of compiledM to D
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Introduction

Model Validation
Use Formalized HLS Language as a Bridge for D and A

Verilog ProverReWire
model embed

validate

verify

Model Validation

(model ; embed ; verify)
I Factors “semantic archaeology” through FHLS

(model ; validate)
I Checks faithfulness ofM to D
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Introduction

Model Validation
Use Formalized HLS Language as a Bridge for D and A

Verilog ProverReWire
model embed

validate

verify

Model Validation Case Studies

1. Pipelined Barrett Modular Multipliers (word sizes = 64, 128, 256, 512, 1024).

2. Iterative Montgomery Modular Multipliers, (word sizes including 4096).
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Introduction

Model Validation
Use Formalized HLS Language as a Bridge for D and A

Verilog ProverReWire
model embed

validate

verify

Focus Today: embed

1. Mechanized Semantics for ReWire in multiple ITP systems: Isabelle, Coq, and Agda;
2. Definitional Interpreters for Higher-Order Programming Languages [Reynolds72]

I ReWire formalized as computational λ-calculus [Moggi91]

I Monads of Reactive Resumption over State defined as streams of “snapshots”
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Introduction Background on ReWire

ReWire Language & Toolchain

Haskell ReWire HDLSynthesizable
HDL

ReWire
compiler

I Inherits Haskell’s good qualities
I Pure functions, strong types, monads, equational reasoning, etc.

I ReWire compiler produces Verilog, VHDL, or FIRRTL
I Freely Available: https://github.com/twosixlabs/rewire
I Today: ReWire Formalization in ITP Systems (Isabelle, Coq, Agda)
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Motivating ReWire’s Semantics

Mealy Machines
Diagrammatically and as ReWire Design Template

output & next state logic

storage s

outputs oinputs i

storage feedback

internal

Re i s o a = µX. ST s (a + (o⇥ (i ! X)))
return :: a ! Re i s o a
return a = � s. (inj1 a , s)
(>>=) :: Re i s o a !

(a ! Re i s o b) ! Re i s o b
(x >>= f) s0 = case x s0 of

(inj1 a , s1) ! f a s1

(inj2 (o , ) , s1) !
(inj2 (o , � i.  i >>= f) , s1)

lift :: ST s a ! Re i s o a
lift f = � s. let (a , s0) = f s in (inj1 a , s0)
signal :: o ! Re i s o i
signal o = � s. (inj2 (o , return) , s)

ST s a = s ! (a⇥ s)
get :: ST s s set :: s ! ST s ()
get = �s.(s, s) set s

0 = �s.((), s0)

Fig. 4: Reactive Resumption Monads over State in Haskell.
Re is a synchronous concurrency monad allowing expression
of both terminating and non-terminating threads; it constitutes
a core part of ReWire’s syntax and semantics. (ST s) is the
well-known state monad over state s.

internal :: i ! ST s o

internal i = . . .
onecycle :: i ! Re i s o i

onecycle i = lift (internal i) >>= �o. signal o
mealy :: i ! Re i s o ()
mealy i = onecycle i >>= mealy

B. Reactive Resumption Monads over State

In Section II, we introduced the type constructor Re i s o,
where, respectively, types i, s, and o, represent input, storage,
and output types. Re is constructed in ReWire using Haskell
monad transformers, but rather than introducing that notational
overhead here, we define Re directly in Fig. 4. The functor
part of Re is written in a categorical style followed by the
definitions of its unit (return) and bind (>>=). Additional
structure includes lift (which lifts a stateful computation into
Re) and signal (which sends o to the “output port”).

C. Mechanizing Reactive Resumptions Over State

In Fig. 4, Re is a coinductive construction and such construc-
tions can be tricky to formalize (even with, for example, Coq’s
coinduction library). The most direct approach to formalizing
ReWire would seem to be the transliteration of Re into the
logic of a theorem prover, but this naive approach will quickly
fail because the negative occurrence of X in the definition
of the Re functor in Fig. 4 runs afoul of the strict positivity
requirement in Coq or Agda, for example. Another approach
would consider a deep embedding formalizing ReWire’s de-
notational semantics [13] in terms of the mechanized domain
theory, building on existing work by Huffman [8], [9], Benton
et al. [14], or Schröder and Mossakowski [15]. In previous

data State (w : Set) (a : Set) : Set where
SM : (s ! (a⇥ s)) ! State s a

data Writer+ (w : Set) (a : Set) : Set where
B[ ] : w ! a ! Writer+ w a
B : w ! Writer+ w a ! Writer+ w a

DomRe0 : Set ! Set ! Set ! Set ! Set
DomRe0 i s o a = State s a
DomRe+ : Set ! Set ! Set ! Set ! Set
DomRe+ i s o a = (i⇥ s⇥ o) !

Stream i !
Writer+ (i⇥ s⇥ o) (a⇥ Stream i)

DomRe1 : Set ! Set ! Set ! Set
DomRe1 i s o = (i⇥ s⇥ o) !

Stream i !
Stream (i⇥ s⇥ o)

iterRe : (a ! DomRe+ i s o a) ! (a ! DomRe1 i s o a)
iterRe f a (i, s, o) is

= unfoldStr obs (delta f) ((i , s , o) B [(a , is)])
where
Sto : Set ! Set ! Set ! Set ! Set
Sto i s o a = Writer+ (i⇥ s⇥ o) (a⇥ Stream i)
delta : (a ! DomRe+ i s o a) !

Sto i s o a ! Sto i s o a
delta f � = case � of

(w B [(a , is)]) ! f a w is
(w B ws) ! ws

obs : Sto i s o a ! (i⇥ s⇥ o)
obs � = case � of

(w B [ ]) ! w
(w B ) ! w

unfoldStr : (t ! a) ! (t ! t) ! Stream a
hd (unfoldStr f g t) = f t
tl (unfoldStr f g t) = unfoldStr f g (g t)

Fig. 5: Domain Semantics in Agda

work, Reynolds et al. [2] chose to formalize a small-step,
operational semantics for ReWire in Coq and the semantic
properties of ReWire’s underlying monads were then captured
as an typed equational logic whose rules are derived from the
formalized operational semantics.

The formalized semantics presented here is a straightfor-
ward adaptation that extends the Device Calculus seman-
tics [16] to reactive resumption monads over state. Recent
work introduced the Device Calculus, a �-calculus with types
and operations for constructing Mealy machines. That work
presents an extensional semantics for Mealy machines as
infinite streams of “snapshots” of the form (i , s , o) recording
the final, latched values of the input, store, and output for each
clock cycle. Device Calculus includes a type constructor for
Mealy machines (called Dev) and the coinductive semantics
of the Device Calculus, formalized in Agda, denotes terms of
type Dev i s o as functions from streams of inputs to streams
of snapshots. Corresponding to Dev i s o is DomRe1 i s o

in Fig. 5.
Fig. 5 presents the semantics for reactive resumption mon-

ads over state in which the productivity-labelled constructors
are expressed in terms of snapshots of the form (i, s, o).
State s is the familiar state monad over s. A (Writer+ s a)
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Extensional Model of Mealy Machine

Stream of “snapshots” of type (i× s× o):

(i0, s0, o0), (i1, s1, o1), (i2, s2, o2), ...

tick0 tick1 tick2
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work, Reynolds et al. [2] chose to formalize a small-step,
operational semantics for ReWire in Coq and the semantic
properties of ReWire’s underlying monads were then captured
as an typed equational logic whose rules are derived from the
formalized operational semantics.

The formalized semantics presented here is a straightfor-
ward adaptation that extends the Device Calculus seman-
tics [16] to reactive resumption monads over state. Recent
work introduced the Device Calculus, a �-calculus with types
and operations for constructing Mealy machines. That work
presents an extensional semantics for Mealy machines as
infinite streams of “snapshots” of the form (i , s , o) recording
the final, latched values of the input, store, and output for each
clock cycle. Device Calculus includes a type constructor for
Mealy machines (called Dev) and the coinductive semantics
of the Device Calculus, formalized in Agda, denotes terms of
type Dev i s o as functions from streams of inputs to streams
of snapshots. Corresponding to Dev i s o is DomRe1 i s o

in Fig. 5.
Fig. 5 presents the semantics for reactive resumption mon-

ads over state in which the productivity-labelled constructors
are expressed in terms of snapshots of the form (i, s, o).
State s is the familiar state monad over s. A (Writer+ s a)
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ReWire Effect Types (0, +, and∞) track termination

Effect Typing Terminates? Signals?
lift ◦ internal : i → Re0 i s o o always never
onecycle : i → Re+ i s o i always at least once
mealy : i → Re∞ i s o never infinitely
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Distribution Statement ‘A’ (Approved for Public Release, Distribution Unlimited)

Extensional Model of Device (i.e., term of type Re∞ i s o)

(i× s× o)→ Stream i→ Stream (i× s× o)
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Motivating ReWire’s Semantics

Carry-Save Adders in ReWire
Carry-Save Addition (CSA) as Pure Function

f :: W8 → W8 → W8 → (W8, W8)
f a b c = ( ((a & b) || (a & c) || (b & c) ) << ’0’ , a ⊕ b ⊕ c )

Running in GHCi

ghci> f 40 25 20
(48,37)

ghci> f 41 25 20
(50,36)
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Carry-Save Adders in ReWire
Carry-Save Addition (CSA) as Pure Function

f :: W8 → W8 → W8 → (W8, W8)
f a b c = ( ((a & b) || (a & c) || (b & c) ) << ’0’ , a ⊕ b ⊕ c )

CSA Device in ReWire

csa :: (W8, W8, W8) → Re (W8, W8, W8) () (W8, W8) ()
csa (a, b, c) = signal (f a b c) >>= csa
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Behavior

((40,25,20),(),(0,0)), ((41,25,20),(),(48,37)), ((40,25,20),(),(50,36)), ...

tick0 tick1 tick2

(i0, s0, o0), (i1, s1, o1), (i2, s2, o2), ...

tick0 tick1 tick2
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Motivating ReWire’s Semantics

Carry-Save Adders in ReWire
Carry-Save Addition (CSA) as Pure Function

f :: W8 → W8 → W8 → (W8, W8)
f a b c = ( ((a & b) || (a & c) || (b & c) ) << ’0’ , a ⊕ b ⊕ c )

Pipelined CSA

data Ans a = DC | Val a -- "don’t care" and "valid"

pcsa :: W8 → Re W8 () (Ans (W8, W8)) ()
pcsa a = signal DC >>= λb.

signal DC >>= λc.
signal (Val (f a b c)) >>= pcsa

Behavior

((40,25,20),(),(0,0)), ((41,25,20),(),(48,37)), ((40,25,20),(),(50,36)), ...

(48,37) = f 40 25 20

(50,36) = f 41 25 20

(40,(),DC), (25,(),DC), (20,(),DC), (41,(),Val (48,37)), …
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Formalizing ReWire

Type-Effect System for ReWire Calculus

Haskell, but not ReWire

bad :: i → Re i i o () -- Nope ; not signal-productive

bad i = lift (set i) >>= bad
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Formalizing ReWire

Type-Effect System for ReWire Calculus

Haskell, but not ReWire

bad :: i → Re i i o () -- Nope ; not signal-productive

bad i = lift (set i) >>= bad

Effect Typing Rules

Γ ` x : ST s a
Γ ` lift x : Re0 i s o a

Γ ` signal : i→ Re+ i s o i

Γ ` f : a→ Re+ i s o a
Γ ` iterRe f : a→ Re∞ i s o a
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Verilog ProverReWiremodel embed

validate

verify

Case Study on Cryptographic Hardware Verification

Model

Input Verilog for BMM
module BMM (CLK, A_IN, B_IN, M_IN

, mu_IN, km3_IN, Z_OUT);
parameter N = 128;
parameter LOG_N = 7;
input CLK;
input [N-1 : 0] A_IN, B_IN, M_IN;
input [N+2 : 0] mu_IN;
input [LOG_N-1 : 0] km3_IN;
output [N-1 : 0] Z_OUT;
reg [2*N-1 : 0] stage0_XY_reg;
reg [N+2 : 0] stage0_mu_reg;

.

.

.

Corresponding ReWire Mimic
type Inp = ( BV(N) -- A_IN

, BV(N) -- B_IN
, BV(N) -- M_IN
, BV(N + 3) -- mu_IN
, BV(LOG_N) ) -- km3_IN

type Out = BV(N) -- Z_OUT

bmm :: Inp → Re Inp Reg Out ()
bmm i = do lift (internal i)

i’ ← signal (obs reg)
bmm i’

where
internal :: Inp → ST Reg Out
internal i = do r ← get

put (trans i r)
returnST (obs r)

trans :: Inp → Reg → Reg
trans i r = . . .
obs :: Reg → Out
obs r = . . .
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Verilog ProverReWiremodel embed

validate

verify

Case Study on Cryptographic Hardware Verification

Embed

RITE (Rewire Isabelle Tool for Embeddings) translates ReWire into Isabelle

Before (ReWire):

Verilog ProverReWiremodel embed

validate

verify

CASE STUDY ON CRYPTOGRAPHIC HARDWARE VERIFICATION

EMBED

We developed a tool called RITE (Rewire Isabelle Tool for Embeddings)
bmm :: Inp ! Re Inp Reg Out ()
bmm i = do lift (internal i)

i’  signal (obs reg)
bmm i’

where
. . .

type_synonym (’i,’s,’o) DomRe_INF =
"(’i ⇥ ’s ⇥ ’o) ) ’i stream ) ((’i ⇥ ’s ⇥ ’o) stream)"

definition Jbmm K :: "Inp ) (Inp, Reg, Out) Dom_Re_INF"
where "Jbmm K i = iterRe body (i)"

. . .

8 / 13

After (Isabelle):
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Verilog ProverReWiremodel embed

validate

verify

Case Study on Cryptographic Hardware Verification

Verify

Correctness Specification

fun compute_bmm :: "128 word ⇒ 128 word ⇒ 128 word ⇒ 131 word ⇒ 7 word ⇒ 128 word"
where
"compute_bmm a b m mu km3 =

π3 (stake 5 (Jbmm K (a,b,m,mu,km3) (i0,s0,o0) (repeat (a,b,m,mu,km3))) ! 4)"

theorem embedding_eq : "compute_bmm a b m mu km3 = bmm_abstract a b m mu km3"

Intuition

Verilog ProverReWiremodel embed

validate

verify

CASE STUDY ON CRYPTOGRAPHIC HARDWARE VERIFICATION

VERIFY

CORRECTNESS SPECIFICATION

fun compute_bmm :: "128 word ) 128 word ) 128 word ) 131 word ) 7 word ) 128 word"
where
"compute_bmm a b m mu km3 =

⇡3 (stake 5 (Jbmm K (a,b,m,mu,km3) (i0,s0,o0) (repeat (a,b,m,mu,km3))) ! 4)"

theorem embedding_eq : "compute_bmm a b m mu km3 = barrett_fws_word a b m mu km3"

(i0,s0,o0), (in,s1,o1), . . . , (in,s5, out)

9 / 13

= bmm_abstract in
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Verilog ProverReWiremodel embed

validate

verify

Case Study on Cryptographic Hardware Verification

Validate

Satisfaction Solver (SAT) Based Equivalence

I Final step uses sequential equivalence checking
through YoSys/ABC to prove handwritten register
transfer language (RTL) equivalent to ReWire
Compiler (RWC) generated RTL

I YoSys proves circuit equivalence by temporal
(k-)induction over clock cycles using a SAT solver
(MiniSAT by default)

Distribution Statement ‘A’ (Approved for Public Release, Distribution Unlimited) 11



Summary, Conclusions, and Future Work

Summary, Conclusions, and Future Work

BMM Performance: Compiled ReWire vs. Handwritten Verilog

Maximum Frequency (GHz) Area (µm2)
Width ReWire Original ∆% ReWire Original ∆%

64 1.588 2.127 +25% 13399 12126 +10%
128 1.357 2.134 +36% 42970 41650 +3%
256 1.229 1.952 +37% 150463 157214 -4%
512 1.074 1.789 +40% 554612 578506 -4%

1024 0.954 1.473 +35% 2109037 2106714 +0.1%

Hypothesis: "Boxing/unboxing" inputs in ReWire code generation
I Inputs passed as single bit-string; individual inputs projected
I E.g., f :: Re∞ (i1,i2) s o
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Summary, Conclusions, and Future Work

Summary, Conclusions, and Future Work (cont’d)

Verilog ProverReWire
model embed

validate

verify

I Accelerating the model step; some ideas:
I Recent work [Zeng20,Zeng21] recovers update functions of type i → s → (o × s) directly from

Verilog designs
I Compile pseudocode directly to ReWire

I Scalability
I Isabelle automation critical to our approach
I Fully automated approach seems unlikely to scale to, e.g., 4096-bit Montgomery Modular

Multiplier
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Summary, Conclusions, and Future Work

THANKS!
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